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DEPARTMENT OF TECHNOLOGY
Data Center Services FIREWALL REQUEST FORM

SR #:
Form Version #:
Client Name:

Project Name:
Please use this form to transmit firewall rule change requests to the Data Center Services (DCS). Requests are to be submitted as a service request via the DCR Request for Service application: CSSWeb
(https://cssweb.dts.ca.gov/). Attach this form and ensure the customer ISO approves the Security Impact section. Requests will be coordinated with the customer and the work completed per a change
window that DCS Change Management authorizes. Please note, once approval has been granted by both ISOs, the timeframe allowed for completion is 3-5 business days. If this is an expedited request that
needs to be completed earlier than the stated timeframe, additional fees may be applicable. Please contact your assighed Customer Representative for assistance with completing this form.

Transport Source Type (i.e.: Source IP Subnet/IP Source Subnet Mask | Source |Is source a Destination Subnet/IP Destination Subnet Mask | Destination | Destination Type (i.e.: |Bi-directional? Comments
Protocol | workstation, web, app, Address Port NAT/PAT Address/Any Port workstation, web, app, Yes or No

database server, Number | address? Number database server,

appliance, etc.) appliance, etc.)

Transport Protocol: The desired protocol used by the application, for most applications the protocol will be TCP, but could be UDP.

Source Type: Indicate the functionality of the source device involved in the port communication.

Source IP Subnet/IP Address and Source Subnet Mask: The complete IP address of the host or network that will initiate the connection and the complete subnet mask of the source network address in dotted decimal
notation; i.e., (255.255.255.0). If the source IP address is a network, specify the Subnet Mask. If the source IP address is a host, leave this blank.

Source Port Number: The port number(s) from which the host or network initiates/maintains connection; i.e., FTP(20,21), Telnet(23), HTTP(80), SMTP(25), GT 1024.

Is source a NAT/PAT address: Are you using NAT/PAT on the source IP address from your private network? It is very important to answer "NAT", "PAT", or "None".

Destination IP Address: The complete IP address of the host or network that will receive the connection and the complete subnet mask of the destination network address in dotted decimal notation; i.e., (255.255.255.0). If
the destination IP address is a network, specify the Subnet Mask. If the destination IP address is a host, leave this blank.

Destination Port Number: The port number(s) from which the host or network responds; i.e., FTP(20,21), Telnet(23), HTTP(80), SMTP(25), GT 1024.

Destination Type: Indicate the functionality of the destination device involved in the port communication.

Bi-directional: Indicate if this connection will be initiated from both the source and destination IP address. Document different port requirements, as needed, to support bi-directional.

Comments: Describe the nature of the connection.
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